
New Malware: SamSam Ransomware 
 

Ransomware

Shared Storage Drives

Accessible Systems

Summary

SamSam

WindowsWindows Server

Access and Exploitation 

SamSamWindows 

ServersHosts

JBoss 

ApplicationsJexBoss Exploit Kit

JBoss

SamSamRemote Desktop 

Protocol RDP

Attacks Brute Force

 

Privileges Escalation

Administrator

 الجمهورية العربية السورية
 وزارة الاتصالات والتقانة    

 ةالهيئة الوطنية لخدمات الشبك
 مركز أمن المعلومات        

 

National Agency for Network Services 
Information Security Center 



SamSam 

Tor

Bitcoin

 

Mitigations

SamSam Ransomware

 RDP

RDP

RDP

 

 RDPConnectionsExternal to Internal

VPNs 

 RDP3389

 

 Brute Force

Accounts Management 

 Two-Factor Authentication 

  

 

 

 Log filesRDP 

  

 

 

 

Active Directory Authentication 

 Shadow CopiesWindows
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