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THE UNIVERSE OF THREATS MAY SEEM LIMITLESS,
BUT 92% OF THE 100,000 INCIDENTS WE'VE
ANALYZED FROM THE LAST 10 YEARS CAN BE
DESCRIBED BY JUST NINE BASIC PATTERNS.

Conducted by Verizon with contributions
from from around the world.
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A DECADE of DBIR DATA
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Percent of breaches per asset category over time
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Breach discovery methods over time
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RESULTS AND ANALYSIS
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Scratch paper calculations from the 2013 DBIR for commonly-
observed incident patterns
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Frequency of incident classification patterns
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Web App Attacks
Insider Misuse
Physical Theft/Loss
Miscellaneous Errors
Crimeware
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Number of selected incident classification patterns over time Percent of selected incident classification patterns over time

POS App POS Intrusions

Intrusions Attacks

Card Skimmers Web App Attacks

Card Cyber-
Skimmers esplonage Cyber-espionage
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Fr;equency of incident classification patterns per victim industry

POS WEB
INDUSTRY INTRUS- APP
ION ATTACK
Accommodation [72) 1%
Administrative [56] 8%
Construction[23] 7%
Education [61] <1%
Entertainment [71] 7% -
Finance [52] <1%
Healthcare [62] 9% 3%
Information [51] <1%
Management [55] 11%
Manufacturing [31,32.33] 14%
Mining [21]
Professional [54] <1% 9%
Public[92] 1%
Real Estate [53] 10%

Retail [44,45)

NSDER PAYVENT ey o CTBER
MISUSE | LOSS ERROR | WARE SKIMMER SERVICE AGE
8% 1% 1% 1% <1% 10% 4%
27% 12% 43% 1% 1% 1% 7%
3% 13% 7%

8% - % A% 6%

10% % 12%
7% 3% 5%

32%

o

15% 12% A% | 10%
% 1% | 1% 4% % | 1% | 16%
% 6% 6% ny% [ 6%

8% 4% 2% 9%

-

n
] -
21% 2%
10%
10%

10% 5% 5% 5%
6% 4% 3% 3%

34%
20% % 3%

4% 2% 2% 2%

Trade (42 6% PEiAN 6% 6% 9% 9% 3% 3%
Transportation 48,49 1% 16 7% 6% 1% 5% 3% 8%
Utlties [22] W% 1% % L 4% % 3%
Other 81 1% 3% 13%  10% 3% o% 6% | 17%

For more information on the NAICS codes [shown above| visit: https://www.census gov/cgi-bin/sssd/naics/naicsrch?chart=2012
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POINT-OF-SALE (POS) INTRUSIONS
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Comparison of POS Intrusions and Web App Attacks patterns,
2011-2013

POS Intrusions
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Hacking variety within POS Intrusions (n=187)
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Figure 23.
Hacking vector within POS Intrusions (n=187)
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Timespan of events within POS Intrusions
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Victim country within Cyber-espionage (n=470)
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Japan . 4%

Russian Federation . 3%
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Philippines | 1%
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DENIAL OF SERVICE (DOS) ATTACKS
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Denial of Service attack bandwidth and packet count levels 2011-2013

2011 mean = 4.7 Gbps 2011
bits per second packets per second
mean = 0.4Mpps

2012 mean = 7.0Gbps 2012

bits per second packets per second )

mean = 2.6Mpps

2013 mean = 10.0Gbps 2013

bits per second packets per second

mean = 7.8Mpps
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