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Oracle Linux 7 : nss / and / nspr (ELSA-2020-4076)
Oracle Linux 7 : expat (ELSA-2020-3952)

Oracle Linux 7 : glib2 / and / ibus (ELSA-2020-3978)
Oracle Linux 7 : grub2 (ELSA-2020-5782)

Oracle Linux 7 : libpng (ELSA-2020-3901)

Oracle Linux 7 : libvirt (ELSA-2020-5040)

Oracle Linux 7 : libvncserver (ELSA-2020-3281)
Oracle Linux 7 : libvpx (ELSA-2020-3876)

Oracle Linux 7 : net-snmp (ELSA-2020-5350)
Oracle Linux 7 : pcp (ELSA-2020-3869)

Oracle Linux 7 : ppp (ELSA-2020-0630)

Oracle Linux 7 : samba (ELSA-2020-5439)

Oracle Linux 7 : webkitgtk4 (ELSA-2020-4035)

Oracle Database Server Multiple Vulnerabilities (Oct...
Oracle Linux 7 : Unbreakable Enterprise kernel (ELSA-...

Oracle Linux 7 : libexif (ELSA-2020-5402)

Oracle Linux 7 : unbound (ELSA-2020-2642)

Oracle Linux 7 : firefox (ELSA-2020-5099)

Debian DSA-4519-1 : libreoffice - security update(ais) 8 i
Logical security bot check misconfiguration

Logical login misconfiguration

WordPress XML-RPC Authentication Brute Force and...

CentOS 7 : kernel (CESA-2021:2725)
HTML Injection with non-terminated Parameter
Database Backup

HTTP Parameter Pollution

Host Header Attack

Arbitrary file creation

WordPress Multiple Vulnerabilities
Weak Password

SQL Injection

Session Fixation

Microsoft IS Tilde Directory Enumeration
JQuery Cross Site Scripting

Insecure CORS Configuration

Drupal Core 7.x Open Redirect

Drupal Core 7.x Multiple Vulnerabilities
DOM-Based Cross Site Scripting

DNS Zone Transfer

Directory Traversal

Cross Site Scripting

Blind SQL Injection

R R RRRRRRRRRBRRRRRRRRRR R

[y

N

NN

(63}

.-.-
N

o

11

R

==

[y

s

N

N

w

w

(%}

(03]

24

25

30

|

35

36

40



o,

2021 Sl ol i) il b ALEECa) 3 ghadd) (5 glesa Ao gia il AR e -4.1.4

IP Forwarding Enabled

Oracle Database Server Java VM Unspecified Remote Code Execution (April 2018 CPU)
Oracle Linux 7: openss| (ELSA-2020-55661)

Oracle Linux 7 : NetworkManager (ELSA-2020-4003)
Oracle Linux 7 : OpenEXR (ELSA-2020-4039)

Oracle Linux 7 : SDL (ELSA-2020-3868)

Oracle Linux 7 : bind (ELSA-2020-5011)

Oracle Linux 7 : bluez (ELSA-2020-4001)

Oracle Linux 7 : cpio (ELSA-2020-3908)

Oracle Linux 7 : cups (ELSA-2020-3864)

Oracle Linux 7 : curl (ELSA-2020-5002)

Oracle Linux 7 : dnsmasq (ELSA-2020-3878)

Oracle Linux 7 : e2fsprogs (ELSA-2020-4011)

Oracle Linux 7 : freerdp (ELSA-2020-2405)

Oracle Linux 7 : freetype (ELSA-2020-4907)

Oracle Linux 7 : gd (ELSA-2020-5443)

Oracle Linux 7 : git (ELSA-2020-2337)

Oracle Linux 7 : hunspell (ELSA-2020-3971)

Oracle Linux 7 : icu (ELSA-2020-0897)

Oracle Linux 7 : java-1.8.0-openjdk (ELSA-2020-4350)
Oracle Linux 7 : libX11 (ELSA-2020-4908)

Oracle Linux 7 : libcroco (ELSA-2020-4072)

Oracle Linux 7 : libmspack (ELSA-2020-3848)

Oracle Linux 7 : spice / and / spice-gtk (ELSA-2020-4187)
Oracle Linux 7 : tigervnc (ELSA-2020-3875)

Oracle Linux 7 : tomcat (ELSA-2020-2530)

Oracle Linux 7 : xorg-x11-server (ELSA-2020-5408)
Oracle Linux 7 : libcroco (ELSA-2020-4072)

Oracle Linux 7 : libmspack (ELSA-2020-3848)

Oracle Linux 7 : libsndfile (ELSA-2020-3922)

Oracle Linux 7 : libtiff (ELSA-2020-3902)

Oracle Linux 7 : ntp (ELSA-2020-2663)

Oracle Linux 7 : openldap (ELSA-2020-4041)

Oracle Linux 7 : openwsman (ELSA-2020-3940)
Oracle Linux 7 : python-pip (ELSA-2020-0850)

Oracle Linux 7 : python3 (ELSA-2020-5010)

Oracle Linux 7 : gemu-kvm (ELSA-2020-4079)

Oracle Linux 7 : qt / and / qt5-qtbase (ELSA-2020-5021)
Oracle Linux 7 : spice / and / spice-gtk (ELSA-2020-4187)
Debian DSA-4513-1 : samba - security update

SMTP EXPN/VRFY Verbs Enabled

Host Header Attack

PHP information

htaccess File Readable

File Tampering
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XML-RPC pingbacks attacks

PHP allow_url_fopen Enabled

XML-RPC Authentication Brute Force

Webalizer Script q 2

Web Application Firewall Detected

Vulnerable Javascript Library 17
User Credentials are Sent in Clear Text 17
URL Redirection -
Unencrypted __VIEWSTATE Parameter - 1
Source Code Disclosure 6
Slow HTTP Denial of Service Attack 9

Same Site Scripting -
RC4 Cipher Suites Detected 3
Possible Debug Parameter Found
PHPinfo Page Found - 1

PHP Multiple Vulnerabilities 18
PHP Hangs on Parsing Particular Strings as Floating Point number -

JetBrains .idea Project Directory -

Insecure Transition From HTTP to HTTPS in Form Post 5
HTML Injection *

FCKeditor Arbitrary File Upload -

Directory Listing 7
Development Configuration File !

Basic authentication over HTTP 3
ASP.NET Application Trace Enabled

Application Error Message / Error Message on Page 26
Apache Httpd Remote Denial of Service
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Development configuration file I 1

Oracle Linux 7 : dbus (ELSA-2020-4032) I 1
ASP.NET MVC version disclosure || 1
ASP.NET MVC version disclosure || 2

Sensitive information disclosure in response headers

w
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Apache mod_negotiation Filename Bruteforcing ' 3
Error page web server version disclosure = 9
Insecure Transition From HTTPS to HTTP in Form Post I 1
WordPress Admin Accessible Without HTTP... I 2
TRACE Method is Enabled [l 10
ASP.NET version disclosure = 10

Cookie(s) Without Secure Flag Set 69

Slow Response Time 18

Cookie(s) Without HttpOnly Flag Set 67

SMB Null Session I 1
Session Token in URL ' 3
Possible Username or Password Disclosure I 1
Possible Sensitive Files i 4
Possible Sensitive Directories ' 3

OPTIONS Method is Enabled

w
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MySQL Username Disclosure

—
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Login Page Password-Guessing Attack 47

File Upload I 2
Documentation File E 4

Clickjacking: X-Frame-Options Header Missing
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ASP.NET Debugging Enabled i 3
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