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What Is RedLine Stealer Malware?

Ayl s ian CF daapll Al pladn wl diaap &8 )l malip e 8e @ Redline Stealer
Blall cililal) Jaeat 4i€a Cun) (91 5l el Windows Jun i alas Gl waly Cilaladl
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Threat Summary:

Name RedLine Stealer virus
Threat Type Password-stealing virus, banking malware, spyware.

Avast (Win32:DropperX-gen [Drp]), BitDefender (Trojan.GenerickD_33518015), ESET-
Detection Names MOD32 (A Variant Of MSIL/TrojanDownloader Agent. GAQ), Kaspersky (HEUR: Trojan-
Downloader MSIL Seraph.gen), Full List (VirusTotal)

Malicious Process Name(s) AddinProcess. exe
Payload RedLine Stealer can be used to spread a variety of malicious programs.

Software of this kind is designed to stealthily infiltrate the victim's computer and remain

Symptoms
ympt silent, and thus no particular symptoms are clearly visible on an infected machine.

Infected email attachments, malicious online advertisements, social engineering, software
'cracks'.

Distribution methods

Stolen passwords and banking information, identity thefi, the victim's computer added to a

Damage
botnet.

:Laallal) ALpAl) Clisapd) AadlSe alp ught CilSd Gary clband

Avast Win32:DropperX—gen [Drp]
Win32:DropperX—-gen [Drp]

BitDefender Trojan.GenerickKD.33518015

=o=erers - A Variant Of MSIL/TrojanDownloader.Agent. GAO

Kaspersky HEUR:Trojan—-Downloader.MSIL.Seraph.gen
| EWVEE OGS Malware.Al.303897203
Trojan:MSIL/RedLineStealer. ADA!MTB
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Malicious Process Name

AddInProcess.exe
BK1VWGI]F.exe
mydigitalcoin.info
SynapseX.rar
B2c6fe2d48502fdd3530f2dfcb2d4f6a.exe
https://github.com/abamo12466/alexandro/ra
32bde18a16c416077831b74838f80ad3w/main/Setup.exe
Setup.exe
https: //itfolkstechnology.com/wp-download/zip.7z
https://github.com/Jonadesz/LockBit-RansomWare-
CRACKED /blob/main/builder.exe
32bdel18al6c416077831b74838f80ad3.bin.exe

RedLine (¥, malin Lds abd)a)
RedLine execution process

tole S8 Gudl) malipdl sy (daall jlga Ao RedLine Stealer i ay

giaia Jia Chromium dpaa Ao aaied Al cugl) Gladaatie gaes (0 Slagleal) g .1
Jie Gecko dpan Ao Al Clad _aial) (a9 (Edge pi—aiag «Google Chrome

: Firefox C.a..a:u
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((Armory, AtomicWallet, BitcoinCore, Bytecoin, DashCore, Electrum, Ethereum,
LitecoinCore, Monero, Exodus, Zcash, Jaxx)).

ProtonVPN ,0penVPN)) :RedLine lgdagiws Al VPN da) V) I &) malyg caliudas
.((NordVPN,
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(user account control) UAC <) e
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.(security solutions) izl 4| Jolall @
File Transfer ) FTP JgSsign addius ) bl Glipdatl) calisa (o cliball 2 .3
G e Al Al el ALl Al mally cliuaill calida ey (Protocol
Aoladl 5l Bgal e Akl clild) e odlawy)s IM (Instant Messaging)

FTP Credentials

Svstem Information —] l
!

[Ven|
User Credentials ‘ pin FTP =

VPN Information

Victim Files

Crypto Wallet —‘6%} g;@ _[ Discord
| = | =l

Redline Stealer == ﬁ Telegram
Malware i

ey |
LEJ :
[ ]
IZ-—S l
(Y | —e
\ »,
A o’
| Browsers Information|

Screenshots

Steam

8

0

= type = 0
Browser Cookies Auto Fill Credit Card

RedLine (¥ayy cual) malipll ilay) Gk

RedLine Stealer Distribution Method

:dbaulgs yigunas! lga J) RedLine Stealer Jlui
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RedLine malware

Al Jaslg s Jualy
http://45.153.184.122:6677/IRemotePanel
http: //www.geoplugin.net/ijson.gp?ip=95.222.165.118
http://checkip.amazonaws.com
http: //www.geoplugin.net/json.gp?ip=95.211.190.199
http: //www.microsoft.com/pki/certs/MicRooCerAut_2010-06-23.crt
http://express—vpns.biz
http://express—-vpns.cloud
http://express—vpns.fun
http://express—vpns.online
http://express—vpns.pro
http://express—-vpns.xyz
http://45.137.22.152:55615
http: //copy—marco.gl.at.ply.gg:51589
http: //raizen.serveftp.com:48770
http: //jul-nelson.gl.at.ply.gg:47198
http://103.202.55.51:55615
http://185.241.208.44:35361
http: //siyatermi.duckdns.org: 17044
http://103.202.55.11:55615
http://103.202.55.172:65012
http://45.154.98.129:35361
http://15.228.188.221:4483
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http://185.159.129.168/clpr/OWUsN2UsODMsOWIsOWUsODIsOTAsOTEsN;
QsN2Ys
http://185.237.15.169:27164
http://45.95.168.220:55615
http://176.42.9.192:20331
http://2.56.254.150:35955
http://185.147.34.178:55615
http://81.161.229.45:47652
http://172.177.156.145:33325
http://16.16.126.164:48082
A cpglinly Jualy
130.155.190.20.in—addr.arpa
14.110.152.52.in-addr.arpa
210.31.213.23.in—addr.arpa
226.101.242.52.in—addr.arpa
254.129.249.8.in—addr.arpa
41.69.35.23.in—addr.arpa
alabamasan.ru
amazonaws.com
arc.msn.com
checkip.amazonaws.com
fp2e7a.wpc.2be4.phicdn.net
fp2e7a.wpc.phicdn.net

geoplugin.net
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https://www.virustotal.com/gui/domain/130.155.190.20.in-addr.arpa
https://www.virustotal.com/gui/domain/14.110.152.52.in-addr.arpa
https://www.virustotal.com/gui/domain/210.31.213.23.in-addr.arpa
https://www.virustotal.com/gui/domain/226.101.242.52.in-addr.arpa
https://www.virustotal.com/gui/domain/254.129.249.8.in-addr.arpa
https://www.virustotal.com/gui/domain/41.69.35.23.in-addr.arpa
https://www.virustotal.com/gui/domain/alabamasan.ru
https://www.virustotal.com/gui/domain/amazonaws.com
https://www.virustotal.com/gui/domain/arc.msn.com
https://www.virustotal.com/gui/domain/checkip.amazonaws.com
https://www.virustotal.com/gui/domain/fp2e7a.wpc.2be4.phicdn.net
https://www.virustotal.com/gui/domain/fp2e7a.wpc.phicdn.net
https://www.virustotal.com/gui/domain/geoplugin.net
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login.live.com
microsoft.com
prda.aadg.msidentity.com
www.geoplugin.net
www.microsoft.com
77.tcp.eu.ngrok.io
(0.tcp.eu.ngrok.io
afgantrophy.top
vikaneleneer.shop
5.tcp.eu.ngrok.io
6.tcp.eu.ngrok.io
isahelyria.site
2.tcp.eu.ngrok.io
mcth.xyz
copy—marco.gl.at.ply.gg
siyatermi.duckdns.org
raizen.serveftp.com
gbsbreakes.com
(.tcp.in.ngrok.io
4.tcp.eu.ngrok.io
jul-nelson.gl.at.ply.gg
marduk.top
amadapi.tuktuk.ug

tttmundo2(022.eastus.cloudapp.azure.com
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https://www.virustotal.com/gui/domain/login.live.com
https://www.virustotal.com/gui/domain/microsoft.com
https://www.virustotal.com/gui/domain/prda.aadg.msidentity.com
https://www.virustotal.com/gui/domain/www.geoplugin.net
https://www.virustotal.com/gui/domain/www.microsoft.com
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sept6amd.tuktuk.ug
afterburners—msi.com
afterburner-download.org
anydesk24.com

) Audd) aglialls Jualy
104.86.182.43
178.237.33.50
18.214.132.216
18.233.90.151
18.235.112.207
192.168.0.1
192.229.211.108
192.229.221.95
20.190.159.134
20.82.210.154
20.99.132.105
20.99.133.109
20.99.184.37
20.99.185.48
20.99.186.246
23.216.147.76
23.40.197.184
3.224.145.145
34.192.250.175
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https://www.virustotal.com/gui/ip-address/104.86.182.43
https://www.virustotal.com/gui/ip-address/178.237.33.50
https://www.virustotal.com/gui/ip-address/18.214.132.216
https://www.virustotal.com/gui/ip-address/18.233.90.151
https://www.virustotal.com/gui/ip-address/18.235.112.207
https://www.virustotal.com/gui/ip-address/192.168.0.1
https://www.virustotal.com/gui/ip-address/192.229.211.108
https://www.virustotal.com/gui/ip-address/192.229.221.95
https://www.virustotal.com/gui/ip-address/20.190.159.134
https://www.virustotal.com/gui/ip-address/20.82.210.154
https://www.virustotal.com/gui/ip-address/20.99.132.105
https://www.virustotal.com/gui/ip-address/20.99.133.109
https://www.virustotal.com/gui/ip-address/20.99.184.37
https://www.virustotal.com/gui/ip-address/20.99.185.48
https://www.virustotal.com/gui/ip-address/20.99.186.246
https://www.virustotal.com/gui/ip-address/23.216.147.76
https://www.virustotal.com/gui/ip-address/23.40.197.184
https://www.virustotal.com/gui/ip-address/3.224.145.145
https://www.virustotal.com/gui/ip-address/34.192.250.175
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34.196.181.158
34.197.12.81
34.198.132.204
34.236.80.17
40.126.31.1
40.126.31.135
40.126.31.137
40.126.31.139
40.126.31.141
40.126.31.6
40.126.31.8
45.153.184.122
52.0.197.231
52.200.161.135
52.206.178.1
81.177.141.52
135.181.7.171
54.91.200.119
94.142.138.4
85.209.176.171
185.209.22.181
185.215.113.69
194.104.136.5
194.50.153.135
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https://www.virustotal.com/gui/ip-address/34.196.181.158
https://www.virustotal.com/gui/ip-address/34.197.12.81
https://www.virustotal.com/gui/ip-address/34.198.132.204
https://www.virustotal.com/gui/ip-address/34.236.80.17
https://www.virustotal.com/gui/ip-address/40.126.31.1
https://www.virustotal.com/gui/ip-address/40.126.31.135
https://www.virustotal.com/gui/ip-address/40.126.31.137
https://www.virustotal.com/gui/ip-address/40.126.31.139
https://www.virustotal.com/gui/ip-address/40.126.31.141
https://www.virustotal.com/gui/ip-address/40.126.31.6
https://www.virustotal.com/gui/ip-address/40.126.31.8
https://www.virustotal.com/gui/ip-address/45.153.184.122
https://www.virustotal.com/gui/ip-address/52.0.197.231
https://www.virustotal.com/gui/ip-address/52.200.161.135
https://www.virustotal.com/gui/ip-address/52.206.178.1
https://www.virustotal.com/gui/ip-address/81.177.141.52
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193.106.191.253
02.42.47.244
91.121.67.60
135.181.129.119
77.232.38.156
45.9.20.20
65.108.69.168
159.69.246.184
77.91.124.82
77.91.68.56
185.225.74.51
5.42.65.101
Fll) LSal) Jpany ash

mscoree.dll : CorExeMain

dalay) (e dildgl
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> https://www.pcrisk.com/removal-guides/17280-redlinestealer—-malware

> https:[/www.virustotal.com/guiffile/f8 55a69dal1b9f0c5aa4b0f566367cf6bbadecl
a4b68a073b3fa83a25del4caa2/relations

> https://any.run/malware—trends/redline

> https://resources.infosecinstitute.com/topics/malware—analysis/redline—stealer—

malware—full-analysis
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